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ABSTRACT

We describe a model-based construction of an online tester
for black-box testing of implementation under test (IUT).
The external behavior of the IUT is modeled as an out-
put observable nondeterministic EFSM with the assump-
tion that all transition paths are feasible. A test purpose
is attributed to the IUT model by a set of Boolean vari-
ables called traps that are used to measure the progress of
the test run. These variables are associated with the transi-
tions of the IUT model. The situation where all traps have
been reached means that the test purpose has been achieved.
We present a way to construct a tester that at runtime se-
lects a suboptimal test path from trap to trap by finding
the shortest path to the next unvisited trap. The princi-
ples of reactive planning are implemented in the form of the
decision rules of selecting the shortest paths at run-time.
The decision rules are constructed in advance from the IUT
model and the test purpose. Preliminary experimental re-
sults confirm that this method outperforms random choice
and is comparable to anti-ant algorithms.

1. INTRODUCTION

On-the-fly testing is widely considered to be the most appro-
priate technique for model-based testing of an implementa-
tion under test (IUT) modelled by nondeterministic models
[17, 18]. We use the term on-the-fly to describe a test gen-
eration and execution algorithm that computes successive
stimuli incrementally directed by the test purpose and ob-
served outputs of the IUT.
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The state-space explosion problem experienced by many of-
fline test generation methods is reduced by the on-the-fly
techniques because only a limited part of the state-space
needs to be stored at any point in time. On the other hand,
exhaustive planning on-the-fly is difficult due to the limita-
tions of available computational resources at the time of test
execution.

The simplest approach to the selection of test stimuli is to
apply the so called random walk strategy where no test se-
quence has an advantage over the others. It is inefficient
because it is based on the random exploration of the state
space and leads to test cases that are unreasonably long
and nevertheless may leave the test purpose unachieved. To
overcome this deficiency additional heuristics are applied for
guiding the exploration of the state space [10, 19]. The other
extreme of guiding is exhaustive planning by solving con-
straint systems at each step. For instance, the witness trace
generated by model checking provides possibly optimal se-
lection of the next test stimulus. The critical issue in the
case of explicit state model checking algorithms is the size
and complexity of the model leading to the explosion of the
state space specially in cases such as ”combination lock” or
deep loops in the model [7].

In this paper we propose a tradeoff between simple heuris-
tic and exhaustive planning methods for on-the-fly testing.
We apply the principles of reactive planning to the problem
of test planning under uncertainty. Reactive planning op-
erates in a timely fashion and hence can cope with highly
dynamic and unpredictable environments [21]. Just one sub-
sequent input is computed at every step, based on the cur-
rent context. Instead of producing a complete test plan with
branches (test tree), a set of decision rules is produced. We
construct these rules by offline analysis based on the given
IUT model and the test purpose.

The key assumption is that the IUT model is presented as
an output observable nondeterministic state machine [11,
15] either in the form of an FSM or EFSM in which all
transition paths are feasible [5, 8]. From the IUT model we
synthesize a reactive planning tester that is able to generate



test inputs on-the-fly depending on the observed reactions
of the IUT and the test purpose without having a preset test
tree generated in advance. The proposed approach leads to
a tester that directs the test execution of the IUT efficiently
towards the user-defined test purpose.

A test purpose is a specific objective or a property of the
IUT that the tester is set out to test. We focus on test
purposes that can be defined as a set of traps associated
with the transitions of the IUT model [7]. The goal of the
tester is to generate a test sequence so that all traps are
visited at least once during the test.

We synthesize the tester as an EFSM where the rules for
online planning derived during the tester synthesis are en-
coded into the transition guards of the EFSM. At each step
only the rules associated with the outgoing transitions of the
current state of the EFSM are evaluated to select the next
transition with the highest gain. Thus, the number of rules
that need to be evaluated at each step is relatively small.

The decision rules are constructed taking into account the
reachability of all trap-equipped transitions from a given
state and the length of the paths to them. Also, the current
value (visited or not) of each trap is taken into account. The
decision rules are derived by performing reachability analysis
from the current state to all trap-equipped transitions by
constructing the shortest path trees. The gain functions
that are the terms of the decision rules are derived from the
shortest path trees by simple rewrite rules.

The resulting tester drives the IUT from one state to the
next by generating inputs and by observing the outputs of
the IUT. When generating the next input the tester takes
into account which traps have been visited in the model be-
fore. The execution of the decision rules at the time of the
test execution is significantly faster than finding the efficient
test path by state space exploration algorithms but never-
theless leads to the test sequence that is lengthwise close to
optimal.

2. RELATED WORK

In on-the-fly testing the test generation procedure derives
only one test input at a time from the model and feeds it
immediately to the IUT as opposed to deriving a complete
test case in advance like in offline testing. It it not required
to explore the whole state space of the model of the IUT at
any time, instead, the decisions about next actions are made
by observing the current output of the IUT [20]. However,
on-the-fly test execution requires more runtime resources for
interpreting the model.

The simplest on-the-fly test input selection algorithm is ran-
dom choice. Random choice has been used in early TorX
tool [2], T-Uppaal [13] and also in on-the-fly testing mode of
SpecExplorer [14]. In [6] a transition probabilities directed
next input selection is introduced to TorX. Test purposes
based test selection algorithms reduce model to be explored
by test purposes that are formalized as observation objec-
tives, which can be hit or missed when executing a test. The
”test purposes” approach was formally elaborated in [4] and
used in TorX [16] and TGV [9]. Our reactive planning tester
uses similar test purposes to guide the planning. A further

development of the SpecExplorer approach has been intro-
duced in NModel [17, 18] where the IUT model presented
as a model program can be composed with scenario mod-
els to test certain scenarios which are subsets of all possible
behaviors.

An anti-ant [10] based algorithm of reinforcement learning
[19] is used to cover all transitions of the labelled transition
system resulting in exploring a model program and the selec-
tion of the next input from alternative ones tries to avoid in
taking already taken transitions. The main difference is that
in our case the planning looks ahead according to the test
purpose but the anti-ant approach uses history for selecting
the next state.

The concept of a reactive planner as presented in [21] is mo-
tivated by work with model-based autonomy. The idea is
that as much as possible of the combinatorially hard plan-
ning towards a specified goal is done in advance and is
recorded into the rules of the planner which in turn get fired
when relevant criteria are satisfied.

Our approach is similar: we present an algorithm for creat-
ing a tester that tests the IUT and terminates when a pre-
scribed test purpose is satisfied. As the specification model
may be nondeterministic, it is impossible to predict exactly
how long such test should take but under the fairness as-
sumption all choices will eventually be possible and thus
the test purpose becomes fulfilled.

Additionally, the reactive planning tester is able to guide
the execution of the model towards still unexplored areas
even in cases where well explored parts of the model need
to be traversed. The anti-ant algorithm strictly prefers less
visited transitions to more visited ones.

3. MODEL-BASED TESTING WITH EFSMS
3.1 Extended Finite State Machine

Our approach targets in synthesizing the online tester model
for the IUT that is modeled by a nondeterministic EFSM.
The IUT model is restricted to a subclass of EFSMs where
all possible sequences of transitions are feasible. In general,
an EFSM model can contain infeasible sequences of tran-
sitions as the current configuration of context variables at
some state may make some of the guards of the outgoing
transitions from that state evaluate to false. There are al-
gorithms for transforming an EFSM into a form where all
paths are feasible discussed in [5, 8].

Definition 1: An exstended finite state machine, EFSM,
M is defined as a tuple (S,V,I,0, E), where S is a finite
set of states, sp € S is an initial state, V is a finite set
of variables with finite value domains, I is the finite set of
inputs, O is the finite set of outputs, and F is the set of
transitions. A configuration of an EFSM is a tuple (s, o)
where s € S and o € ¥ is a mapping from V to values.
The initial configuration is (so,00), where o9 € X is the
initial assignment. A transition e (e € E) is a tuple e =
(s,p,a,o0,u,q), where s is the source state of the transition, ¢
is the target state of the transition (s, ¢ € S), p is a transition
guard that is a logic formula over V', a is the input of EFSM
(a € I), ois the output of EFSM (0 € O), and u is an update
function over V.



Deterministic EFSM is an EFSM where the output and
next state are unambiguously determined by the current
state and input. Nondeterministic EFSM may contain states
where the reaction of EFSM in response to input is nonde-
terministic i.e. there are more than one outgoing transitions
that are enabled simultaneously.

3.2 Model of the IUT

The model of the IUT is an EFSM denoted by Ms and
it can be either deterministic or nondeterministic, it can
be strongly connected or not. If the model is not strongly
connected then we assume that there exists a reliable reset
that allows the IUT to be taken back to the initial state
from any state.

It is essential that the tester can observe the outputs of the
IUT for detecting the next state after a nondeterministic
transition of the IUT. Therefore, we require that nondeter-
ministic IUT is output observable which means that even
though there may be multiple transitions taken in response
to a given input, the output identifies the next state unam-
biguously.

An example of an output observable nondeterministic ITUT
model is given in Figure 1 a). The outgoing transitions eg
and e1 (es and e4) of the state s1 (s2) have the same input
ao (as), but different outputs og or o1 (03 or o4).
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Figure 1: a) An output-observable nondeterminis-
tic IUT model. b) First model extended with trap
variables.

3.3 Test Purpose

A test purpose is a specific objective or a property of the ITUT
that the tester is set out to test. In general test purposes
are selected based on the correctness criteria stipulated by

the specification of an IUT. The goal of specifying test pur-
poses is to establish some degree of confidence that the IUT
conforms to the specification. In model-based testing the
formal model of the IUT is derived from the specification
and it is the starting point of automatic test case genera-
tion. Therefore, it should be possible to map the test pur-
poses derived from the specifications of the IUT into test
purposes defined in terms of the IUT model. Examples of
our test purposes are "test a state change from state A to
state B in a model”, "test whether some selected states of a
model are visited”, ”test whether all transitions are visited
at least once in a model”, etc. All of the test purposes listed
above are specified in terms of the structural elements of
the model that should be traversed during the execution of
the test. A tester model is generated from the IUT model
attributed with such test purpose. The tester runs until
the test purpose is achieved and guides the IUT at runtime
towards still unsatsified parts of the test purpose.

3.4 Encoding the Test Purpose into the IUT
Model

For synthesizing a tester that fulfils a particular test purpose
we extend the original model of the IUT with traps and
generate the tester from the extended model of the TUT.
Traps are attached to the transitions of the IUT model and
they can be used to define which model elements should be
visited by the test.

Traps are implemented by trap variables and trap update
functions. Trap variable is a Boolean variable initially set
to false. Trap update functions are attached to model tran-
sitions and they are executed when the transition is visited
during the execution of the test. Trap update functions are
used to set trap variables to true which denotes visited traps.

The extended model of the IUT My is a tuple (Ss, V4, Is,
Os, E%). The extended set of variables V§ includes variables
of the IUT and trap variables (V§ = Vs UT), where T is
a set of trap variables. Eg is a set of transitions where
each element of Eg is a tuple (s,p’,a,0,u’,q), where p’ is
a transition guard that is a logical formula over V¢, and '’
is an update function over V{. For the sake of brevity we
further denote the model of the IUT that is extended with
trap variables by Ms.

Figure 1 b) presents an example where the IUT model given
in Figure 1 a) is extended with trap variables. The example
presents ”visit all transitions” test purpose, therefore traps
are attached to all transitions, T = {to,...,¢r}. In this
example V5 = T and pr = true, ux = tx := true for each
transition ey, k € {1,...,7}.

3.5 Model of the Tester

The tester is synthesized from the extended IUT model
Ms. Its structure is derived from the the structural ele-
ments of Mg — states, transitions, variables, and update
functions. We synthesize a tester EFSM Mr as a tuple
(St,Vr,Ir,Or, ET), where St is the set of tester states, Vr
is the set of tester variables, I7 is the set of tester inputs,
Or is the set of tester outputs and Er is the set of tester
transitions. Running the test presumes that the tester in-
puts are connected to the outputs of the IUT and the tester



outputs are connected to the inputs of the IUT, i.e It = Ogs
and Or = Ig. The set of the context variables of the tester
is equal to the set of the context variables of the extended
IUT model (V@ = Vg).

The tester has two types of states - active and passive. The
set of active states ST (S% C St) includes the states where
the IUT is idle and the tester controls the test execution.
The set of passive states S7. (S§ C St) includes the states
where the tester is idle and the control is in the IUT side.

The transitions er € Er of the tester automaton are defined
by a tuple (st,pr,ar,or,ur,qr), where pr is a transition
guard that is a logical formula over Vi and ur is an update
function over Vr. We distinguish observable and control-
lable transitions of the tester. Observable transition e is a
transition originating from a passive state of the tester. It
is defined by a tuple (sr,pr = true,ar,or = nil,ur,qr),
where st is a passive state, transition is always enabled
(pr = true), and it does not expect any output from the
tester. Controllable transition e is a transition originat-
ing from an active state of the tester. It is defined by a
tuple (sr,pr,ar = nil,or,ur = nil,qr), where st is an
active state, the transition does not contain input, pr =
ps Apg(Vr) is a guard of e° constructed as a conjunction of
the corresponding guard ps of the extended IUT model Mg
and the gain guard pgy(Vr). The purpose of the gain guard
is to guide the tester in selecting the next transition from
the set of outgoing transitions of the current state to reach
the next unvisited trap.

The gain guard must ensure that in the active state of the
tester only those outgoing transitions are enabled that have
the maximum gain. The enabled transition is the best choice
in the sense of the path length from the current state towards
fulfilling a still unsatisfied subgoal of the test purpose. We
construct the gain guards py(Vr) offline using the reach-
ability analysis of traps from the given transition. Gain
guards take into account the amount and distance-weighted
reachability (gain) of still unvisited traps. The tester model
can be non-deterministic in the sense that when there are
many transitions with equal positive gain, the selection of
the transition to be taken next is made randomly.

4. TESTER CONSTRUCTION ALGORITHM

4.1 A Model-Based Reactive Planning Tester

We apply the concept of reactive planning to tester synthe-
sis. Reactive planning is typically used in agents operating
in uncertain and dynamic environments [12, 21].

The idea of a reactive executive is that it continually tries
to take the system toward a state that satisfies the desired
goals. It is reactive in the sense that it reacts immediately
to observed outputs of the IUT and to changes in goals. For
example, in the case of testing, each input of the IUT a;,
where ¢ denotes each individual transition, is incrementally
generated using the new information from observations and
goal configurations determined by the test purpose.

A model-based executive uses a specification of a transi-
tion system to determine the desired control sequence in
three stages - mode identification (MI), mode reconfigura-
tion (MR) and model-based reactive planning (MRP) [21].

MI and MR set up the planning problem, identifying initial
and target states, while MRP reactively generates a plan so-
lution. MI is a phase where the current state of the EFSM
is identified. In the case of a deterministic transition MI is
trivial, it is just the next state corresponding to the IUT in-
put a;. In the nondeterministic case, MI can determine the
current state by looking at the output o; due to the output
observability assumption. In the current approach the MR
and the MRP phases are combined into one since both the
goal and the the next step towards the goal are determined
by the same decision tree as explained later.

Definition 2: A model-based reactive planner, MRP, (a
modification of Def. 2 in [21]) takes as input a specification
of a transition system Mg, a current source state s; (from
MI), and the lowest cost next transition e; that takes us
closer to the still unsatisfied set of subgoals {t; = false}
(from MR). By taking e; the system arrives in the target
state g;. The MRP generates an IUT input a; such that
for any assignment o; € X that agrees with s; and a;, the
state s;y1 either satisfies one of the previously unsatisfied
sub-goals or enables the IUT to come one step closer to
satisfying one.

4.2 Control Structure of the Tester

The tester model is constructed as a dual automaton of the
IUT model where the inputs and outputs are inverted. The
tester construction algorithm, Algorithm 1, has the following
steps. The states of the IUT model are transformed to the
active states of the tester model in step 1. For each state s of
the IUT, the set of outgoing transitions E£2“*(s) is processed
in steps 2 to 5. Transitions of the IUT model are split into
two transitions of the tester model - controllable transition
e} € EF and observable transition e € E, where Ef and
E7 are the subsets of controllable and observable transitions
of the tester. A new intermediate passive state s, is added
between them (steps 6 — 8).

Let F%“!(s, a, p) denote a subset of the nondeterministic out-
going transitions of the state s where the IUT input is a and
the guard is equivalent to p. The algorithm creates one con-
trollable transition e$ for each set E3“‘(s,a,p) from state
s to the passive state s, of the tester model (step 7). The
controllable transition e7 does not have any input and the
input of the corresponding transition of the IUT becomes
an output of e7.

For each element e € E2“(s,a,p) a corresponding observ-
able transition e} is created in steps 8 and 14 where the
source state s of e is replaced by sp, the guard is set to true
and the output of the IUT transition becomes the input of
the corresponding tester transition.

The processed transition e of the IUT is removed from the

set of outgoing transitions £2*(s) (step 9). From the unpro-

cessed set £2“¢(s) the subset E3“!(s, a,p) of remaining non-
deterministic transitions with the same input a and a guard
out

equivalent to p is found (step 10). For each e € EZ**(s, a,p)
an observable transition e7 is created (steps 12-16).

Gain functions for all controllable transitions of the tester
are constructed using the structure of the tester (steps 19—
21). Finally, for each controllable transition, a gain guard



pg(Vr) is constructed (step 24) and the conjunction of py (Vr)
and the guard of e% is set to be the guard of the correspond-
ing transition of the tester (step 25).

The details of the construction of the gain functions and
gain guards is discussed in the next subsection.

Algorithm 1 Build control structure of the tester

1: Ep « §; 8% «— Ss; S% «— 0; Iy «— Os; Or «— Is;

Vr «— Vs
2: for all s € S5 do
3. find E3U(s)
4:  while EZ“'(s) # 0 do
5: get e = (s,p,a,0,u,q) from EZ*“(s)
6: add sp to ST {passive state}
7 add (s,p,0,a,0,sp) to Er {controllable transition}
8 add (sp,true,o0,0,u,q) to Er {observable transi-
tion}
9: Eg"(s) «— E$"(s) — {e}
10: find E¢* (s, a,p) from E3**(s)
11: Eout( ) out(s) out(s7a7p)
12: while E3*(s,a,p) # 0 do
13: get e = (s,p,a,0,u,q) from EZ*(s,a,p)
14: add (sp, true,o,0,u,q) to ET {observable trans.}
15: Eout(sa avp) — Egut(s7 a7p) - {6}
16: end while
17:  end while
18: end for

19: for all e € E% do

20:  construct gain function g.(Vr)

21: end for

22: construct dual graph G of the tester model Mr
23: for all e € Ef do

24:  construct gain guard pg, (V1)

25:  ppApg.(Vr)

26: end for

An example of the tester EFSM created by Algorithm 1 is
in Figure 2. The active states of the tester have the same
label as the corresponding states of the IUT and the passive
states of the tester are labelled with s4, ..., sg. Controllable
(observable) transitions are shown with solid (dashed) lines.
For example, the pair of nondeterministic transitions eg, e1
of the IUT (see Figure 1) produces one controllable transi-
tion (s1,s4) and two observable transitions from the passive
state s4 of the tester. For this example Vi =T, where T is
the set of trap variables.

For example, in Figure 2, p5(T) denotes the gain guard of
the tester transition e5. Gain guards attached to the con-
trollable transitions of the tester (for example p5(T), p34(T))
guide the tester at run-time to choose the next transition de-
pending on the current trap variable bindings in 7T'.

4.3 Gain Guard of a Transition
A gain guard py(Vr) of a controllable transition of the tester
is constructed to meet the following requirements:

e The next move of the tester should be locally optimal
with respect to achieving the test purpose from the
current state of the tester.
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Figure 2: The EFSM model of the tester for the
IUT in Figure 1.

e The tester should terminate after all traps are achieved

or all unvisited traps are unreachable from the current
state.

The gain guard evaluates to true or false at the time of the
execution of the tester determining if the transition can be
taken from the current state or not. The value true means
that taking the transition is the best possible choice to reach
some unvisited traps from the current state.

The tester makes its choice in the current state based on
the the structure of the tester model, the bindings of the
trap variables representing the test purpose, and the cur-
rent bindings of the context variables. We need some quan-
titative benefit measures to compare different alternative
choices. For each controllable transition e € Ef, where E%
is the set of all controllable transtions of the tester, we de-
fine a non-negative gain function g.(Vr) that depends on
the current bindings of context variables. The gain function
has the following properties:

e g.(Vr) =0, if taking the transition e from the current
state with the current variable bindings does not lead
closer to any unvisited trap. This condition indicates
that it is useless to fire the transition e.

ge(Vr) > 0, if taking the transition e from the current
state with the current variable bindings visits or leads
closer to at least one unvisited trap. This condition
indicates that it is useful to fire the transition e.

e For transitions e; and e; with the same source state,
ge; (V1) > ge;(Vr), if taking the transition e; leads
to an unvisited trap with smaller cost than taking



the transition e;. This condition indicates that it is
cheaper to take the transition e; rather than e; to reach
the next unvisited trap.

A gain guard for a controllable transition e with the source
state s of the tester is defined as

pg. (V1) = ge(VT):n;gxgek(VT) A ge(Vr) >0, (1)

where g, is the value of the gain function of the transition
er € E%"'(s), where E3*'(s) C Ef is the set of outgoing
transitions of state s.

The first predicate in the logical formula (1) assures that
the gain guard is true only for a transition that leads to
some unvisited trap from the current state with the highest
gain compared to the gains of the other outgoing transitions
of the current state. The second predicate blocks test runs
that do not serve the test purpose. The second predicate
evaluates to false when all unvisited traps from the current
state are unreachable or all traps are already visited. The
gain guard of the tester transition enables one or more con-
trollable transitions that should be taken at the subsequent
move. If several gain functions evaluate to the same maxi-
mum value the tester selects one of the best transitions at
random.

4.4 Gain Function

In this subsection we describe how gain functions are con-
structed. The required properties of a gain function were
specified in the previous section. Each transition of the IUT
model is considered to have unit weight and the cost of test-
ing is proportional to test sequence length. The gain func-
tion of a transition computes a value that depends on the
distance-weighted reachability of unvisited traps from the
given transition.

It has to be pointed out that the gain function characterizes
the expected gain only within the planning horizon. The
planning horizon is determined by the lengths of the paths
in reduced shortest-paths tree.

For the sake of efficiency we implement a heuristics in the
gain function that prefers the selection of the path that visits
more unvisited traps and is shorter than the alternative ones.
Intuitively, in case of two paths visiting the same number of
transitions with unvisited traps and having the same length
the path with more traps closer to the beginning of the path
is preferred.

In this subsection M = (S,V,I,0,E) denotes the tester
model equipped with trap variables and e € F is a transition
of the tester. We assume that the trap variable t € T is
initialized to false and assigned to true by the trap update
function u; associated with the transition e reaching a trap
is equivalent to reaching the corresponding transition. A
transition e; is reachable from the transition e; if there exists
a sequence of transitions (e;, ..., e;), where e;,e; € E.

4.4.1 Shortest-Paths Tree

To find the reachable transitions from a given transition we
reduce the reachability problem of the transitions to a single-
source shortest paths problem on a graph [3]. We create a

dual graph G = (Vp, Ep) of the tester model as a graph
where the vertices Vp correspond to the transitions of the
EFSM of the tester, Vp = E. The edges Ep of the dual
graph represent the pairs of subsequent transitions sharing
a state in the tester model. If the transition e; of the tester
model is an incoming transition of a state and the transition
e; is an outgoing transition of the same state, there is an
edge (e;, e;) in the dual graph from vertex e; to vertex e;,
(es,e5) € Ep. The analysis of the transition sequences of the
tester model M is equivalent to the analysis of the paths of
vertices in the dual graph G. Figure 3 shows the dual graph
of the tester model given in Figure 2 . For example, after
taking the transition ef; on Figure 2, it is possible that
either ef or ef follows. In the dual graph in Figure 3 this is
represented by the existence of the edges to eg and e} from
the vertex eg;.

Figure 3: The dual graph of the tester model in
Figure 2.

In the dual graph the shortest-paths tree from e is a tree
containing with the root e that contains the shortest paths
to every other vertex that is reachable from e. The shortest-
paths tree with the root e derived from graph G is de-
noted by SPT(e,G). The shortest-paths tree from a given
vertex of the dual graph can be found using known algo-
rithms knowh in the graph theory. Running a single source
shortest-paths algorithm | E¢| times results in shortest paths
from each controllable transition to every reachable transi-
tion.

The dual graph G is an unweighted graph (in this paper we
do not differenciate between transitions). The breadth-first-
search algorithm (see, for example [3]) is a simple shortest-
paths search algorithm that works on unweighted graphs.
For a given dual graph G it produces a tree that has a path
containing the minimal number of vertices for any vertex
reachable from the root vertex e. As we constructed the
dual graph in a way that the vertices of the dual graph cor-
respond to the transitions of the tester model, the shortest
path of vertices in the dual graph is the shortest sequence
of transitions in the tester model. The shortest paths con-
tain distinct vertices. Note that the shortest paths and the
shortest-paths trees of a graph are not necessarily unique.



The tree SPT (e, G) represents shortest paths from the tran-
sition e to all reachable transitions. We assume that the
traps are initialized to false and a trap variable ¢ get as-
signed the value true by an update function u associated
with the transition e. Therefore, the tree SPT (e, G) repre-
sents also the shortest paths starting with the transition e
to all reachable trap assignments. Not all transitions of the
tester model contain trap variable update functions. For the
evaluation of the reachability of the traps by the paths in
the tree SPT (e, G) we can reduce the tree SPT (e, G) to the
reduced shortest-paths tree TR(e, G) that includes the root
vertex e and only such sub-vertices of SPT (e, G) that con-
tain trap updates. We construct T'R(e, G) by replacing those
sub-paths of SPT (e, G) that do not include trap updates by
hyper-edges. Hyper-edges represent the shortest sub-paths
between the root and vertexes with trap assignments. The
reduced shortest-paths tree, denoted by T'R(e, @) contains
the shortest paths beginning with the transition e to all
reachable traps in the dual graph G (and thus also in the
tester model). In the reduction of the shortest-paths tree
SPT(e,G) to TR(e,G) we label each vertex that contains
a trap variable update u: by the corresponding trap ¢ and
replace each sub-path containing vertices without trap up-
dates by a hyper-edge (¢;,w,t;) where t; is the label of the
source vertex, t; is the label of the destination vertex and w
is the length of the sub-path. Also, during the reduction we
remove those sub-paths (hyper-edges) that end in the leaf
vertices of the tree that do not contain any trap variable
updates.

Figure 4 (left) shows the shortest-paths tree SPT(e§;,G)
with the root vertex eg; for the dual graph in Figure 3. For
example, the path (e, €7, €34, €3, €5, €g) from thee root ver-
tex ef; to vertex eg in the shortest-paths tree in Figure 4 is
the shortest sequence of transitions beginning with the tran-
sition ef; that reaches e§ in the example of the tester model
in Figure 2. The reduced shortest-paths tree TR(e§;, G)

Figure 4: The shortest-paths tree SPT(ef;, G) (left)
and reduced shortest-paths tree TR(ef;,G) (right)
from transition ef; of the graph shown in Figure 3.

from vertex eg; to reachable traps for the dual graph in Fig-
ure 3 is represented in Figure 4 (right). All vertices except
the root of the reduced shortest-paths tree TR(ef; , G) are la-
beled with the trap variables, and the hyper-edges between
vertices are labeled with the number of transitions in the
sub-path the hyper-edge represents. The tree TR(ef;,G)

contains the shortest paths beginning with the transition
e, to all traps in the tester model in the Figure 2. For
example, the tree TR(e§;, G) shows that there exists a path
beginning with the transition e§; to the trap tg, and this
path visits traps ¢; and t4 on the way.

4.4.2  Algorithm of Constructing the Gain Function
The type of the gain function is non-negative rational Q*.
That follows explicitly from the construction rules of the
gain function (see steps below) and from that the corpus
of rational numbers is closed under addition and the max
operator. The algorithm of construction of the gain function
for the transition e of the tester automaton M from the dual
graph G is the following:

1. Construct the shortest-paths tree SPT(e,G) for the
transition e of the dual graph G.

2. Reduce the shortest-paths tree SPT (e, G) as described
in subsection 4.4.1. The reduced tree is denoted by
TR(e,G). Assign the length of the sub-path of each
hyper-edge (t;, w,t;) of TR(e,G) to w.

3. Represent the reduced tree TR(e,G) as a set of ele-
mentary sub-trees of height 1 where each elementary
sub-tree is specified by the production rule of the form

Vi — |j€{1,.4.,k}1’j7 (2)

where v; denotes the root vertex of the sub-tree and
each v; (where j € {1,...,k}) denotes a leaf vertex of
that sub-tree, and where k is the branching factor.

4. Rewrite the right-hand sides of the productions con-
structed in step 3 as arithmetic terms, thus getting the
production rule in the form

C  fmax(yy),  (3)

i —t)
vi— ( ) d(l/o, 1/7;) —+ 1 j=1,k

where tI denotes the trap variable t; lifted to type N,
c is a constant for the scaling of the numerical value of
the gain function, and d(vo,v;) the distance between
vertices vp and v; in the labeled tree TR(e,G). The
distance is defined by the formula

!
d(l/o,l/i) =1+ Z’LU]'
j=1

where [ is the number of hyper-edges on the path be-
tween vp and v; in TR(e, G) and wj is the value of the
label w corresponding to the concrete hyper-edge.

5. For each symbol v; denoting the leaf node in TR(e, G)
define a production rule:

C

T
Vi *)( tl) d(VQ,l/i)-I—l

(4)

6. Apply the production rules (3) and (4) starting from
the root symbol vy of TR(e, G) until all non-terminal
symbols v; are substituted with the terms that include
only terminal symbols ¢ and d(vo,v;), (i € {0,...,n},
where n is the number of trap variables in TR(e, G)).

The root vertex vy = e of the labeled tree TR(e, G)
may not have a trap label. Instead of a trap variable ¢;,



Table 1: Application of the production rules to
the elementary sub-trees of height 1 of the reduced
shortest-paths tree T R(e§,, G).

Sub- Production
tree  rule (2)

Production rule (3) for non-leaf or
production rule (4) for leaf vertex

€61 €61 — to,t1 e51 — 0-¢/1 4+ max(to,t1)

to to — to — —|t0 . 0/2
t1 t1 — ta,t3,ta t1 — —t1 - 6/2 + mal‘(tz,tg,tz;)
ta 2 — to — ity - c/4
t3 t3 — t3 — —|t3 . 0/4
ty ta — ts,te,t7  ta H—\t4-c/4+max(t5,t6,t7)
t5 t5 — t5 — —|t5 . 0/6
ts t(; — t(; — ‘!t@ . 6/6
lr tr— tr — —t7 - c/6

use a constant true as the label resulting (—true)’ = 0
in the rule (3).

Table 1 shows the results of the application of the produc-
tion rules (2), (3) and (4) to the vertices of the reduced
shortest-paths tree TR(e§;,G) in Figure 4 (right). As the
root eg; is not labeled with a trap variable, the transition
e61 does not update any trap, a constant true is used in the
production rule (3) in the place of the trap variable resulting
(=true)’ = 0 in the first row of Table 1. Application of the
production rules (3) and (4) to the tree TR(e§;, G) starting
from the root vertex eg; results in the gain function given in
the first row of Table 2. Table 2 presents the gain functions
for the controllable transitions of the tester model (Figure
2). The gain guards for all controllable transitions of the
tester model are given in Table 3. The type lifting functions
of the traps have been omitted from the tables for the sake
of brevity.

4.5 Complexity of Constructing the Tester

The complexity of the synthesis of the reactive planning
tester is determined by the complexity of the construstion of
the gain functions. For each gain function the cost of find-
ing the shortest-paths tree for a given transition in the dual
graph by breadth-first-search is O(|Vp| + |Ep|) [3], where
|Vb| = |Er| is the number of transitions and |Ep| is the
number of transition pairs of the tester model. The number
of transition pairs of the tester model is mainly defined by
the number of transition pairs of observable and controllable
transitions which is bounded by |Es|?. For all controllable
transitions of the tester the upper bound of the complexity
of the off-line computations of the gain functions is O(| Es|?).

At run-time each choice by the tester takes no more than
O(|Es|?) arithmetic operations to evaluate the gain func-
tions for the outgoing transitions of the current state.

S. EXECUTING THE TESTER MODEL

The tester model can be transformed to any programming
language and executed against the IUT. It includes enough
information that allows the tester to run the test with the
nondeterministic IUT. The tester model knows how to stim-
ulate the IUT in each active state of the tester in order to

Table 2: Gain functions of the controllable transi-
tions of the tester model.

Transi-
tion Gain function for the transition

€61 geg, (T) = c- maz(
_‘t0/27
—\t1/2 + ma:v(—\tg/4, ﬂt3/4, —\t4/4+
max(—'t5/67 —|t6/6, —‘t7/6)))
€5 ges(T) = ¢+ (—ta/2 + max(
_‘t0/47
—‘t1/4 + ma:c(—'tg/G, —‘t4/6+
maz(~ts /8, ~ts /8, ~t7/8))))
€54 geg, (T) = ¢ - mazx(
—‘t3/2 + —‘t2/4 + 777/(1/56(—‘150/67 —\151/6)7
ﬁt4/2 + max(ﬁt5/4, ﬁt6/4, ﬁt7/4))
es geg(T) = ¢+ (=t5/2 + max(
—‘t2/4 + max(—'tO/G, _‘t1/6)7
“t3/47
—‘t4/4 + mam(—'tg/6, —‘t7/6)))
€6 geg(T) = ¢+ (—te/2 + max(
ﬁt0/47
—‘t1/4 + maw(—'tz/G, —‘tg,/67 —\t4/6+
maz(~ts /8, —t7/8))))
es geg(T) = ¢+ (=t7/2 + max(
—to/4,
ﬁ151/4 + max(ﬁtg/G, ﬁ753/6, ﬁ154/64—
ma(=ts 8. ~te/3))))

Table 3: Gain guards of the transitions of the tester
model.

Transi-
tion  Gain guard formula for the transition

e por(T) =
gig (T) = maz(geg, (T)) A geg, (T) > 0

€2 b2 =

ge§ (T) = mam(geg (T)v 9634 (T)) A geg (T) >0
€34 P34 =

Ges, (T) = max(geg (T)7 Ges, (T)) A Ges, (T) >0
es  p5=

e (T) = max(geg (T), geg (T), ges (T)) A geg(T) > 0
€6 P =

Geg (T) = maa:(geg (1), Geg (1), Geg (1)) A Geg (T)>0
7 pr=

Ges T) = mam(geg (T)a Geg (T)a Jeg (T)) A Geg (T) >0




Table 4: Average lengths of test sequences by dif-
ferent algorithms for the example IUT model.

Reactive
planning

Random Anti-ant

choice

All traps 55.8 £36.1 20.7 4.0 17.2 &+ 2.8
Traps tg and t7 43.3 £27.9 176 £4.8 9.6 £ 2.5
Trap t7 340 £349 13.7+74 45+1.5

Test purpose

complete the test run successfully. Meeting a test purpose is
equivalent to having visited all traps. A test run is started
with the goal to visit all specified traps. Execution of the
tester starts from the initial state of the tester model with
initial values of the context variables. If the current state of
the tester is passive then the tester observes the output of
the IUT and takes a transition that matches the IUT out-
put. If the current state is active then the tester evaluates
the gain guards of the outgoing transitions of the current
state and takes a transition where the gain guard evaluates
to true. If there is more than one such transition then one
of them is selected randomly. This can happen only if the
gain functions of the transitions return an equal gain value
meaning that such the alternative choices are equally good.
If in the current state of the tester no unvisited traps are
reachable then all the gain functions evaluate to zero, the
gain guards become disabled and the tester run terminates.

In the case of a nondeterministic IUT the coverage of all
traps depends on the nondeterministic choices of the IUT.
Under the fairness assumption (all nondeterministic transi-
tions are eventually chosen) and when all traps are reach-
able, the test run will eventually terminate. In practice the
testing time is limited and therefore a test duration limit
is specified in addition to the ”all traps visited” termina-
tion condition. As it is allowed that the IUT model benot
strongly connected then the IUT may get to a state during
a test run where reaching the rest of the unvisited traps is
impossible. In such case the IUT must be reset and the exe-
cution of the tester model is restarted to visit the remaining
unvisited traps. The procedure is repeated until all traps
are visited or the limiting test time has passed.

5.1 Experimental Results

We have implemented the tester models of the example
shown in Figure 1 using UPPAAL-TIGA [1]. Comparison of
the efficiency in terms of test sequence lengths of the testers
running by random choice, anti-ant and reactive planning
algorithms is given in Table 4. The table gives results in the
form average + standard deviation of 30 experiments. Non-
deterministic choices were simulated on UPPAAL-TIGA by
randomly selecting an enabled transition. The minimal pos-
sible lengths of the test sequences are 12, 6 and 3 inputs to
reach test purposes for all traps, traps t¢ and t7, and only
trap t7, respectively.

This experiment shows that for a test purpose to cover all
transitions the reactive planning tester results in average
more than 3 times shorter test sequence than the random
choice tester. The performance of the reactive planning
tester is comparable to the anti-ant algorithm for all tran-

sitions coverage. If the test purpose is to cover only se-
lected transitions, the reactive planning tester outperforms
the tester that uses the anti-ant algorithm. This is caused
by the fact that due to reactive planning the selections of
the tester are directed towards fulfilling the test purpose.

We have also experimented with deterministic IUT models.
These results show that if the IUT model is deterministic,
the reactive planning tester achieves the test purpose with
a test sequence that has minimal length.

6. CONCLUSION

In this paper we proposed a model-based construction of an
online tester for black-box testing of the IUT. The IUT is
modeled in terms of an output observable nondeterministic
EFSM with the assumption that all transition paths are
feasible. A test purpose is attributed to the IUT model
by a set of Boolean variables called traps.

The main contribution of our work is an algorithm how to
construct a tester that at runtime selects a suboptimal test
path from trap to trap by finding the shortest path to the
next unvisited trap in each iteration. The principles of reac-
tive planning are implemented in the form of the rules of se-
lecting shortest paths at run-time. The rules are constructed
in advance from the IUT model and the test purpose. The
rules are encoded into the guards of the transitions of the
tester and are evaluated by the tester in every state when the
selection between alternative outgoing transitions should be
made. Any costly model exploration and path finding oper-
ations are not needed online.

The reactive planning tester is more efficient at run time
than random choice and anti-ant algorithms. The planning
feature of the reactive planner results in significantly shorter
average test sequence lengths than in the case of random
choice and comparable average lengths with the anti-ant al-
gorithm based approach when the test purpose is to cover
all transitions of the model of the IUT. The reactive planner
outperforms the anti-ant algorithms in cases where more di-
rected search is presumed, i.e. the test purpose covers the
model partially.

In this work we made the assumption that all transition
paths in the EFSM are feasible but future work involves
removing the feasible paths assumption.

Acknowledgements

This work was partially supported by the Estonian Sci-
ence Foundation under grant No 5775, by ELIKO Com-
petence Center project ”Integration Platform for Develop-
ment Tools of Embedded Systems”, by the Estonian Doc-
toral School in Information and Communication Technology,
and Tiigriiilikool+ programme of the Estonian Information
Technology Foundation.

7. REFERENCES
[1] G. Behrmann, A. Cougnard, A. David, E. Fleury,
K. G. Larsen, and D. Lime. UPPAAL-Tiga: Timed
Games for Everyone. In L. Aceto and A. Ingolfdottir,
editors, Proceedings of the 18th Nordic Workshop on
Programming Theory (NWPT’06), Reykjavik, Iceland.
Reykjavik University, 2006.



2]

[9]

[10]

[11]

[14]

[17]

A. Belinfante, J. Feenstra, R. d. Vries, J. Tretmans,
N. Goga, L. Feijs, S. Mauw, and L. Heerink. Formal
test automation: A simple experiment. In G. Csopaki,
S. Dibuz, and K. Tarnay, editors, 128" Int. Workshop
on Testing of Communicating Systems, pages 179-196.
Kluwer Academic Publishers, 1999.

T. H. Cormen, C. E. Leiserson, and R. L. Rivest.
Introduction to Algorithms. MIT Press/McGraw-Hill,
1990.

R. G. de Vries. Towards formal test purposes. In G. J.
Tretmans and H. Brinksma, editors, Formal
Approaches to Testing of Software 2001 (FATES’01),
Aarhus, Denmark, volume NS-01-4 of BRICS Notes
Series, pages 61-76, Aarhus, Denkmark, August 2001.
A.Y. Duale and M. U. Uyar. A method enabling
feasible conformance test sequence generation for
EFSM models. IEEE Trans. Comput., 53(5):614-627,
2004.

L. Feijs, N. Goga, and S. Mauw. Probabilities in the
torx test derivation algorithm, 2000.

G. Hamon, L. de Moura, and J. Rushby. Generating
efficient test sets with a model checker. In 2nd
International Conference on Software Engineering and
Formal Methods, pages 261-270, Beijing, China, Sep
2004. IEEE Computer Society.

R. M. Hierons, T.-H. Kim, and H. Ural. On the
testability of SDL specifications. Comput. Networks,
44(5):681-700, 2004.

C. Jard and T. Jéron. TGV: theory, principles and
algorithms. STTT, 7(4):297-315, 2005.

H. Li and C. P. Lam. Using anti-ant-like agents to
generate test threads from the UML diagrams. In
TestCom, pages 69-80, 2005.

G. Luo, G. von Bochmann, and A. Petrenko. Test
selection based on communicating nondeterministic
finite-state machines using a generalized Wp-method.
IEEE Trans. Softw. Eng., 20(2):149-162, 1994.

D. M. Lyons and A. J. Hendriks. Reactive planning.
In S. C. Shaphiro, editor, Encyclopedia of Artificial
Intelligence, 2nd edition, pages 1171-1181. John Wiley
& Sons, 1992.

M. Mikucionis, K. G. Larsen, and B. Nielsen.
T-Uppaal: Online model-based testing of real-time
systems: tool demo. In the 19th IEEE International
Conference on Automated Software Engineering, pages
396-397, Linz, Austria, September 24 2004.

L. Nachmanson, M. Veanes, W. Schulte, N. Tillmann,
and W. Grieskamp. Optimal strategies for testing
nondeterministic systems. In ISSTA ’04: Proceedings
of the 2004 ACM SIGSOFT international symposium
on Software testing and analysis, pages 55—64, New
York, NY, USA, 2004. ACM Press.

P. H. Starke. Abstract Automata. North-Holland,
Amsterdam: Elsevier, 1972.

G. J. Tretmans and H. Brinksma. Torx: Automated
model-based testing. In A. Hartman and

K. Dussa-Ziegler, editors, First European Conference
on Model-Driven Software Engineering, Nuremberg,
Germany, pages 31-43, December 2003.

M. Veanes, C. Campbell, W. Grieskamp,

L. Nachmanson, W. Schulte, and N. Tillmann.
Model-based testing of object-oriented reactive

(20]

systems with Spec Explorer, 2005. Tech. Rep.
MSR-TR-2005-59, Microsoft Research.

M. Veanes, C. Campbell, and W. Schulte.
Composition of model programs. In FORTE, volume
4574 of Lecture Notes in Computer Science, pages
129-143, 2007.

M. Veanes, P. Roy, and C. Campbell. Online testing
with reinforcement learning. In K. Havelund,

M. Nuifiez, G. Rosu, and B. Wolff, editors,
FATES/RV, volume 4262 of Lecture Notes in
Computer Science, pages 240-253. Springer, 2006.
R. d. Vries, J. Tretmans, A. Belinfante, J. Feenstra,
L. Feijs, S. Mauw, N. Goga, L. Heerink, and A. d.
Heer. Cote de Resyste in PROGRESS. In S. T.
Foundation, editor, PROGRESS 2000 — Workshop on
Embedded Systems, pages 141-148, Utrecht, The
Netherlands, October 13 2000.

B. C. Williams and P. P. Nayak. A reactive planner
for a model-based executive. In Proc. of 15th
International Joint Conference on Artificial
Intelligence, IJCAI, pages 1178-1185, 1997.



